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Executive Summary

Children and families deserve access to the disciplined risk assessment, early warning and coordinated
support that major organizations use to protect their people. Protecting a child requires attention to the
places they spend time, the people who have access to them, the technology they use and the support
available when something goes wrong. It also requires a stable foundation: secure housing, reliable
communications, medical readiness and protection from financial exploitation.

This publication brings those concerns into one framework. Its central proposal is to adapt the methods of
integrated security and risk management for families and communities, with child protection at the center.
Artificial intelligence can help organize information and identify material that needs review. Human
expertise must determine what that information means and what response is appropriate. Families,
educators, technology providers, clinicians and law enforcement each have a role, with clear boundaries
around their authority and access to sensitive information.

Commercial services such as Crisis24 describe integrated capabilities that include risk intelligence, travel
risk management, notifications, critical event management and security and medical assistance. Those
services illustrate a useful organizing principle: connect warnings to people who can make decisions and
provide help. The framework presented here applies that principle to public and family needs. It does not
represent a partnership with those companies or establish that an equivalent service has already been built.

[1]

The practical priorities are to reduce opportunities for abuse, make reporting easier, preserve relevant
information, coordinate qualified intervention and sustain care after immediate danger passes. A
successful protection system should measure whether children become safer and families receive support,
as well as whether investigative leads reach the right professionals.

This work addresses sexual abuse, trafficking, online grooming, sextortion and related harms alongside
physical security, cybersecurity, infrastructure disruption, health and financial threats. It is centered on the
United States, with international coordination where cases or travel cross borders. Specialized
investigative methods are discussed to explain professional capabilities and accountability, rather than as
instructions for conducting private stings.

1 Understanding Crimes Against Children

Use precise language

Child sexual abuse can involve contact or noncontact conduct, including exploitation through images or
exposure to sexual activity. It can occur within families, institutions, peer relationships and online
environments. A person’s apparent respectability, occupation or closeness to a family does not establish
that a child is safe. NCTSN emphasizes that children across demographic and economic groups can
experience sexual abuse. [2]

The title retains the subject of pedophilia, but this publication focuses on abusive conduct and child
safety. Clinical diagnoses and criminal offenses are different questions. A reader cannot diagnose a
person from an allegation, appearance, political affiliation or social media activity. Describe the conduct,
preserve the relevant facts and leave clinical assessment to qualified professionals and legal findings to
the appropriate process.
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Use “child sexual abuse material,” or CSAM, when describing material that documents child sexual
abuse. Images of abuse can continue to harm a child when they circulate. Avoid language that suggests a
child consented to their exploitation. INTERPOL’s terminology guidance recognizes the importance of
describing these harms accurately. [3]

Recognize different forms of exploitation

Online grooming involves conduct intended to facilitate sexual exploitation, often through manipulation
of trust, secrecy or dependence. Sextortion involves threats used to obtain money, sexual material or other
compliance. An offender may impersonate a peer, exploit an existing relationship or threaten distribution
of real or fabricated intimate material. The FBI describes financially motivated sextortion as a crime that
can begin with a false identity and escalate quickly to demands for payment. [4]

Child sex trafficking involves the commercial sexual exploitation of a minor. Under the U.S. federal
statute described by the Justice Department, proving force, fraud or coercion is not required when the
victim is under 18. Crossing a state or international border is also not required. A case can occur within a
child’s own community. Labor trafficking is a separate form of exploitation and requires attention to the
applicable legal elements. [5]

Abduction, physical abuse, neglect and coercive control can intersect with sexual exploitation, but they
are not interchangeable categories. A useful report describes what was observed and identifies the
immediate safety concern without forcing every event into the same label.

Interpret the scale responsibly

NCMEC reported receiving 20.5 million CyberTipline reports in 2024. A report is not the same as a
unique child, offender, incident or proven offense. Reporting practices, legal requirements and technical
changes influence totals. Numbers should retain their year, definition and source so that a reader can
understand what they actually measure. [6]

The urgency of child protection does not depend on repeating uncertain counts of “predators online” or
treating a viral claim as a verified statistic. The strongest public case combines reliable evidence with a
clear account of the harm and the response needed. Repeated copies of a claim do not create independent
corroboration.

Understand vulnerability without assigning blame

Offenders can exploit isolation, unmet needs, dependence, unstable housing or a desire for belonging. A
child may continue communicating with an abusive person, accept gifts or describe that person
affectionately. Those circumstances do not make the child responsible for another person’s conduct.

Family protection should also extend beyond warnings about strangers. NCTSN’s caregiver materials
emphasize that abuse often involves someone the child knows. Body-safety education and institutional
safeguards therefore need to apply to relatives, trusted adults, peers and authority figures as well as
unfamiliar people. [7]
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2 Build a Complete Risk Assessment

A family’s risks overlap. A compromised email account can expose financial records and a child’s
schedule. An evacuation can interrupt medical care and separate a child from trusted adults. Financial
instability can make safe housing or transportation harder to obtain. Assessing each domain separately is
useful only if the results are brought back together.

Start by identifying the people and essential activities that need protection. Include school attendance,
caregiving, transportation, work, medication access, communications, housing and important records. Ask
which interruption would cause the greatest harm and who would need additional assistance.

For each concern, record the threat, the exposure that makes harm possible, existing safeguards and the
remaining gap. Identify the source of the information and the date it was checked. Assign a person to
complete the next protective action and a date to review whether it worked. These are planning
recommendations for this framework, rather than a validated prediction instrument.

Assess urgency and confidence separately

Urgency concerns how quickly protective action may be needed. Confidence concerns the strength of the
information. A threat can be uncertain yet serious enough to require an emergency report. Conversely, a
well-documented event may require careful follow-up rather than an emergency response.

Use plain categories such as immediate, urgent and routine for response planning. Describe confidence in
words, supported by the source: direct observation, contemporaneous record, credible secondhand
information or an unresolved claim. Avoid presenting an arbitrary numerical score as a clinical or legal
determination.

Protective action should be proportionate. Closing an unnecessary account permission or checking an
emergency contact is different from publicly accusing a person. The latter can expose a child’s identity,
create retaliation risks and interfere with an investigation.

Connect warnings to defensive action

An alert has practical value when someone knows what to do with it. A weather warning should connect
to an evacuation or shelter plan. A suspicious account message should connect to a known reporting
route. A missed medical delivery should connect to a provider and a backup arrangement.

Every protective measure also needs a failure plan. A camera may lose power. A caregiver may be
unavailable. A phone may be lost. Name the backup contact, alternate route or manual procedure before
relying on a single device or person.

Review the assessment after an incident, a change in residence, a new caregiver, a new online service or a
significant medical change. Routine reviews should ask what has changed, what remains unresolved and
whether previous actions actually reduced exposure.
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3 Combine Technology With Human Expertise

Give Al a defined job

Al can help sort large collections of reports, translate public information, identify repeated records and
prepare summaries for review. Specialized child-safety tools can support detection and triage. These
capabilities have different purposes and should not be described as a single system that can reliably
identify anyone who intends to offend.

Thorn distinguishes matching known CSAM from using machine learning to flag potentially new
material. Its Safer Predict description also includes classification of potentially exploitative conversations
and grooming-related language for trust and safety review. These are vendor-described capabilities; a
classification or confidence score is a lead for assessment, not a finding of guilt. [8]

A responsible implementation should define the material the model is permitted to process, the question it
is trying to answer and the person who reviews the output. Proposed actions that affect a person, disclose
information or trigger an external workflow should require human review before execution.

Separate matching from interpretation

Hash matching can help identify material that corresponds to previously identified content. Predictive
classifiers estimate whether material resembles a category in their training. Neither process answers every
question about context, identity, jurisdiction or responsibility.

For a proposed service, evaluation should include missed detections, false alerts, language coverage,
changes in performance and the workload created for reviewers. A tool that produces more alerts than a
team can assess may delay attention to the most serious cases. A dashboard should show the age and
ownership of unresolved alerts, rather than simply celebrating their number.

Ordinary families should not gather illegal material to test a tool. Institutions handling such material
require specialized authority, trained personnel and controlled systems. Public education and routine
family planning can use nonexplicit examples and synthetic administrative test data.

Use human sources with context

Parents, teachers, clinicians, youth workers and neighbors may observe information that a technical
system cannot see. Their contributions should be documented carefully: what they personally observed,
what someone told them, when it occurred and whether there is supporting material.

Professional human intelligence work has its own training, supervision and legal context. Everyday
community information sharing should not be presented as equivalent to covert intelligence collection. A
neighbor’s concern can justify a report without becoming an established conclusion about a named
person.

Crowdsourced information is particularly vulnerable to repetition and misidentification. A system should
preserve the original report and clearly distinguish later copies, interpretations and corrections. Public
maps should avoid revealing a child’s location, a shelter address or a family’s daily routine.
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Support specialist victim identification

INTERPOL’s International Child Sexual Exploitation database enables specialized investigators to
compare images and videos, connect cases and avoid duplicated work across countries. Analysts examine
visual, audio and other contextual clues to help identify children and locations. This is a restricted
professional function, rather than a public search exercise. [9]

Facial similarity, an IP address or a shared username can create a lead, but linking an account, device and
person requires corroboration. Proposed systems should preserve the steps behind an identification instead
of displaying an unexplained identity match as a certainty.

Establish limits for emerging tools

Al-generated impersonation, manipulated imagery and automated communications create new challenges.
A service needs a way to label suspected synthetic content without asserting that an automated detector
can settle authenticity by itself. Preserve the original record and document the tools and methods used to
assess it.

Public-facing materials should avoid promising that voice analysis, typing patterns, facial recognition or
predictive policing can reliably reveal a hidden offender. Before adopting a proposed capability, require
an appropriate evaluation, legal review, data protection assessment and documented approval for its
specific use.

4 Professional Investigations and Undercover Work

Undercover investigations can help law enforcement investigate attempted exploitation without involving
an actual child in the interaction. Synthetic personas and other emerging technologies raise additional
questions about authorization, documentation, reliability and the handling of generated content. Their use
should be governed by agency policy and jurisdiction-specific legal advice.

The public should understand the safeguards around an operation: a designated lead agency, documented
scope, trained personnel, supervisory review, an evidence plan and arrangements for child safety.
Prosecutors and investigators determine the applicable legal requirements. A conversational formula such
as “let the suspect speak first” does not by itself establish that an operation is lawful or that evidence will
be admissible.

Preserve accountability throughout the investigation

A professional team should be able to distinguish a suspect’s original communication from an
investigator’s response, an Al suggestion and an edited summary. If automated assistance is used, retain
the approved configuration and relevant records so that later reviewers can understand how a
communication was produced.

The investigation should also separate identification, evidence collection, safety decisions and public
communications. An apparent identity match requires verification. An arrest does not establish guilt.
Material released publicly should not identify a child or disclose sensitive investigative methods.
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Searches, subscriber requests, interception, financial records and cross-border evidence transfers require
the appropriate legal authority. A private organization’s interest in child protection does not give it police
powers or unrestricted access to accounts, devices or financial information.

Define a constructive public role

Families and community organizations can support education, report concerns, assist affected households
and contribute professional skills through properly governed programs. They should not arrange
confrontations, create private sting operations or keep a child interacting with a suspected exploiter to
obtain more evidence.

Specialist volunteers, when accepted by an agency or established organization, need a written role,
supervision and boundaries on information access. Publicity should never become the purpose of an
intervention. The child’s safety and the integrity of the response come first.

5 Address Risks Across Online Environments

Features and behavior matter more than a permanent list of “dangerous apps.” Services change, children
move between platforms and the same coercive interaction may span several accounts. Review how a
service handles contact, visibility, payments, reporting and account recovery before assuming that a
familiar name means safety.

Social media and public profiles

Public posts can reveal a child’s school, location, routine and social connections. Unwanted contact may
begin in comments and move to direct messages. Review profile visibility, who can contact the child and
whether location or identifying details appear in posts.

Teach children to recognize pressure for secrecy, sexual requests, threats and attempts to isolate them
from trusted adults. Moving a conversation to another service is a reason to ask about context; it is not
proof of criminal intent by itself. NCMEC’s online enticement materials emphasize calm conversations,
the right to refuse unwanted sexual requests and knowing how to block and report. [10]

Gaming and virtual worlds

Shared play can create trust quickly. Review friend requests, voice chat, private messaging, gifts and
invitations to outside channels. A family agreement can explain when a new contact or gift should be
discussed with a trusted adult.

For younger children, use age-appropriate settings and supervision. As children mature, revisit those
arrangements openly. Explain why a setting exists and how the child can seek help without losing all
access to friends or hobbies. NCMEC provides gaming-safety and related education resources for families
and educators. [11]

Messaging and disappearing content

Private communications are part of ordinary life, and privacy features do not establish wrongdoing. The
safety concern is the conduct: coercion, sexual demands, threats, deception or efforts to prevent a child
from seeking help.
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Learn the service’s actual reporting and retention options. Do not assume all messaging apps use the same
encryption or retain the same records. When reporting an incident, identify the account, service and
approximate times involved. Preserve available nonexplicit context without continuing the exchange to
create a larger record.

Live video and streaming

Live interaction leaves little time to respond to an unwanted request. Establish rules for public broadcasts,
private invitations and gifts from unfamiliar viewers. Review what the camera reveals, including location
clues, school information and other children.

A child should know how to end a session and reach a trusted adult. An avatar or filter is not a complete
safeguard: voice, background information and account links may still identify someone. Reports should
describe the conduct and the relevant account or stream location without recirculating abusive footage.

lllicit forums and file sharing

Investigations of networks distributing CSAM require specialist personnel and controlled evidence
handling. A family or neighborhood group does not need to enter illicit communities to make a useful
report. Provide the information already encountered through official channels and allow qualified
investigators to determine the next step.

Platform providers have a separate responsibility to maintain usable reporting, moderation and lawful
response processes. A proposed family service should direct people to those existing channels and track
whether a referral was acknowledged, rather than claiming access to restricted investigative systems.

6 Coordinate Agencies and Partners

The U.S. Internet Crimes Against Children Task Force program supports a network of 61 task forces and
provides investigative, forensic, training, victim-service and educational assistance. It supplies an
established coordination structure for technology-facilitated child exploitation cases. A new public or
nonprofit service should strengthen appropriate referrals into that structure. [12]

A clear referral identifies the immediate concern, available location information, the relevant records and
previous reports. It should name a responsible contact and a way to confirm receipt. Track handoffs until
responsibility is clear; sending an email or submitting a form is not the same as confirming that a concern
has been addressed.

Build a multidisciplinary response

Children’s Advocacy Centers bring together disciplines such as law enforcement, child protective
services, prosecution, medical care, mental health and victim advocacy. National Children’s Alliance
standards emphasize coordinated service delivery, clear professional boundaries and review of how the
team functions. [13]

The proposed protection model should identify local partners before an emergency. Establish who handles
immediate safety, who receives reports, who arranges care and who follows up with the nonoffending
caregiver. Partners need a shared understanding of responsibility without treating all information as
available to everyone.
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Share only what the response requires

A school may need a pickup restriction and a safe contact, while a clinician needs a different set of
information. A public dashboard needs less information than either. Define access by role and purpose,
record disclosures and use secure channels for sensitive transfers.

Do not assume that an informal partnership overrides confidentiality, reporting duties or restrictions on
government records. Agreements should address consent where appropriate, mandatory reporting,
retention, access review and how mistakes will be corrected.

Work across borders through established channels

International cases can involve different reporting systems, laws and evidence rules. INTERPOL’s child-
protection work supports specialist cooperation, training and victim identification. Families should use
relevant local authorities and established reporting organizations; law enforcement determines requests
through the appropriate international channels. [3, 9]

Global alliances, technology coalitions and nonprofits may contribute standards, research or services
without exercising arrest powers. A publication or platform should accurately describe each partner’s
function and avoid implying a relationship that has not been established.

7 Prevent Abuse Through Everyday Safeguards

Teach body safety and help seeking

Children need developmentally appropriate language for boundaries, unwanted contact and asking for
help. Teach that they can tell a trusted adult even when someone familiar tells them to keep a secret. A
child who did not say no, froze, accepted a gift or continued a conversation still deserves protection and
support.

Use several trusted contacts so that a child has another route if the first adult is unavailable or involved in
the concern. Practice how to describe a problem, identify where they are and ask for assistance. Adapt
communication to the child’s abilities, language and support needs.

NCMEC’s NetSmartz program provides age-appropriate videos and activities about online risks and safer
decisions. Its materials can support family conversations and school education without relying on
frightening or graphic examples. [14]

Make disclosure safe

Children may fear punishment, disbelief, loss of a device or harm to someone they care about. State
clearly that asking for help will not make them responsible for the offender’s actions. Listen without
demanding an immediate, complete account.

A useful family approach is to agree on expectations for accounts, contacts, privacy and meeting people.
Review the agreement as the child’s independence changes. Explain monitoring openly and use it
proportionately; hidden surveillance can make it harder to build the trust needed for disclosure.

10
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A family safe word can provide a discreet way to ask for help or signal concern about a pickup. Decide in
advance what adults will do when they hear it, and ensure the child has a backup method. Treat it as one
protective measure alongside verified arrangements and direct contact with caregivers.

Strengthen youth organizations

Schools, clubs, faith communities, sports programs and childcare providers should maintain written
safeguarding policies. These should address recruitment, screening, supervision, private contact,
transport, overnight activities, reporting routes and response to complaints.

Background checks are one layer. They cannot establish that every person without a known record is safe.
Review references, supervise conduct and provide a reporting route outside the direct chain of supervision
when a concern involves a leader.

Organizations should make adult-child interactions observable and interruptible, define appropriate
electronic communications and manage exceptions for medical or personal care through documented
safeguards. Explain those policies to families and make them accessible to children with different
communication needs.

Respond to concerns without diagnosing

A child may show withdrawal, sleep changes, fear of a particular person or developmentally unusual
sexual behavior. Such changes can occur for several reasons and do not prove abuse. Some children show
no obvious changes. NCTSN recommends attention to prevention and communication alongside
recognition of possible trauma responses. [15]

When concerns arise, document the specific observation and seek appropriate assessment. Do not infer an
offender’s motive, a child’s credibility or a diagnosis from demeanor alone. A calm disclosure and a
distressed disclosure both require careful attention.

Include prevention before offending

Adults worried about their own sexual thoughts or behavior toward children should seek qualified help
and take immediate steps to prevent access or conduct that could harm a child. Stop It Now provides
prevention guidance and assistance in finding support. Its confidentiality has stated limits, including
circumstances involving identifying information and reporting obligations. [16]

Prevention services do not replace child protection or accountability for abuse. They add a route for
reducing danger before a child is harmed. Clear boundaries and access to competent care are practical
components of a comprehensive prevention strategy.

8 Respond When a Child May Be in Danger

Address immediate safety first

Call 911 in the United States when there is immediate danger, a medical emergency or an urgent threat to
a child’s safety. For suspected child abuse or neglect, use the relevant state or territorial reporting system.
Childcare.gov maintains a directory of those reporting routes. Online exploitation can also be reported
through NCMEC’s CyberTipline. [17, 18]

11
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A report through one channel may not satisfy every duty that applies to a teacher, clinician or other
mandated reporter. Reporting standards and procedures vary by jurisdiction. Follow current local
requirements and do not delay a required report while trying to prove the allegation yourself. [19]

If a child discloses harm, respond calmly. Thank them for telling you, explain that the abuse is not their
fault and focus on immediate protection. Avoid repeated questioning, leading suggestions or promises of
absolute secrecy. Trained professionals should conduct detailed forensic interviews.

Respond to sextortion without reinforcing the coercion

Help the child disengage and obtain assistance. Do not send additional images or money in an attempt to
make the threat disappear. Preserve available account and message information, report the account and
block contact. The FBI warns that complying with demands can lead to further demands rather than
ending the abuse. [4, 20]

Stay with a child who is acutely distressed and obtain emergency assistance if there is an immediate risk
of harm. Protecting the child includes their emotional safety; avoid blame, interrogation or treating a
frightening message as something they should handle alone.

Preserve information safely

Record the account name, profile address, platform, dates, times, relevant threats and any report
confirmation. Preserve nonexplicit messages and other lawful records in their original form when
possible. Note who collected them and when. Do not edit an original record to improve its appearance;
make a separate working copy if annotation is needed.

Do not forward suspected CSAM through family chats, email lists or a general Al service. Do not
download additional abusive images to investigate. Contact the appropriate reporting service or
investigator for instructions about existing material and the device on which it was received.

For eligible intimate images taken when the person was under 18, NCMEC’s Take It Down can generate
a hash on the device without uploading the image. It works with participating public or unencrypted
services and does not guarantee removal everywhere. NCMEC explicitly instructs people not to
download, send or share images to use the service. [21]

Track the handoff

Keep a private incident log showing the date reported, receiving agency or service, reference number,
immediate safety steps and the next follow-up. Avoid publishing the child’s account, location or
suspected offender’s identity as a substitute for referral.

Professionals should document transfers of evidence, distinguish originals from summaries and protect
records against unauthorized changes. The value of a record depends on its context and handling as well
as its content. A screenshot alone may not establish who controlled an account or whether the entire
conversation is visible.

12



BB2G | THE SHIELD PROJECT

9 Sustain Survivor Support

The end of an immediate threat does not end the need for care. Recovery may involve medical treatment,
mental health support, safe housing, school arrangements, legal advocacy and practical assistance for the
family. Assign follow-up responsibility so that services are not lost between organizations.

Provide individualized clinical care

A qualified clinician should assess symptoms, developmental needs, safety and treatment options.
Trauma-focused cognitive behavioral therapy is one evidence-based treatment described by NCTSN for
children and adolescents with trauma-related difficulties. The appropriate treatment and pace depend on
the child and require professional assessment. [22]

Recovery is not uniform. Some children experience significant distress; others do not show obvious
symptoms. Supportive caregivers and appropriate treatment can help. Avoid describing a child as
permanently damaged or assuming that a survivor will later become an offender. Most children who
experience sexual abuse do not go on to sexually abuse children. [7, 23]

Medical care should address the child’s needs through qualified pediatric or sexual-assault professionals.
Caregivers should ask what an examination involves, what consent or assent is appropriate and how the
team will limit unnecessary repetition. The child’s dignity matters throughout the process.

Support the nonoffending family

Caregivers may face fear, anger, disrupted work, transport costs or a sudden loss of income. A practical
support plan should identify help with appointments, childcare, housing and school communication.
Counselors and advocates can help caregivers respond in ways that support the child.

When a household member is implicated, confirm that the proposed caregiver and living arrangement are
safe. Do not assume that family reunification, a particular placement or immediate disclosure to all
relatives is appropriate in every case.

Maintain access to advocacy

Victim advocates can explain the justice process, available protections and possible compensation or
restitution. Eligibility, procedures and testimony arrangements differ by jurisdiction. Families should
receive specific guidance from the professionals handling their case rather than promises of a particular
legal result.

School planning should protect privacy, address bullying or unwanted contact and accommodate
appointments or learning disruptions. Older youth may also need support with education, employment
and stable housing. Ensure that a referral results in a usable service, not merely another phone number.

Protect choice and dignity

Public advocacy is optional. A child or survivor should not be expected to share their story to demonstrate
recovery, strengthen a campaign or raise funds. Consent to one disclosure does not authorize unlimited
reuse of the account, photographs or identifying details.

13
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Review ongoing safety needs with qualified professionals, including unwanted contact, retaliation
concerns and online recirculation. Update the plan as circumstances change. Measure recovery support by
access, continuity and the survivor’s needs rather than by public visibility.

10 Physical Security and Personal Safety

Integrated protection includes the places where children live, learn, travel and receive care. Assess
entrances, visitor procedures, sightlines, lighting, pickup arrangements and the ability to reach help.
Improvements should support everyday life without trapping occupants or blocking emergency exits.

At home, review locks, keyholders, alarm access and the security of connected cameras or door controls.
Change access when a caregiver or service arrangement ends. Secure camera accounts and avoid placing
cameras where they intrude on private care or intimate activities.

A doorbell camera can document an event but does not guarantee that someone will see it or respond.
Decide who receives an alert and what they should do. Test the arrangement during a power or internet
interruption and maintain a simple backup procedure.

Plan movement and reunification

Verify school and childcare pickup permissions. Explain how changes will be confirmed, who can
authorize them and how staff will respond to a disputed instruction. A family safe word may help a child
signal concern, but adults still need verified contact and release procedures.

Before travel or a large event, establish a meeting location, an alternate contact and a plan for separation.
Give children a developmentally appropriate way to identify a safe source of help. Keep enough
information accessible if a phone battery dies.

Location-sharing tools should have a defined purpose, limited access and a way to review who can see the
data. They can fail or become a means of unwanted monitoring. Do not publish a family’s real-time
movements on a public safety map.

Keep community participation constructive

Neighbors can support safe routes, provide practical help during emergencies and report specific
observations. Community coordination should avoid profiling, rumor lists and public confrontations.
Clothing, ethnicity, disability, immigration status or a person’s presence in a neighborhood is not
evidence of a child-protection offense.

When assessing a reported concern, identify the conduct and its context. A good community safety
program gives people clear reporting and assistance options while leaving investigation and enforcement
to those with the appropriate authority.

11 Cybersecurity for Families

A family’s email, phones, cloud accounts and home network hold records that can affect physical safety
and financial security. Protecting these systems reduces opportunities for impersonation, account takeover
and exposure of sensitive information.

14
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CISA’s core advice includes recognizing phishing, using strong unique passwords, enabling multifactor
authentication and keeping software current. Apply those measures first to email, financial services, cloud
storage and accounts used to recover other accounts. A password manager can help maintain unique
credentials. [24]

Plan for account recovery

Store recovery information securely and make sure an appropriate adult can find it during an emergency.
Review unfamiliar sessions, connected services and recovery addresses. Remove access that is no longer
needed.

Use device locks and available encryption. Keep important records backed up and test that a file can
actually be restored. A backup that has never been checked may fail when it is needed most. Sensitive
records should remain protected in the backup as well as on the original device.

Secure the home network and connected devices

Change default administrative credentials and keep routers, cameras and other devices supported and
updated. Use separate guest or device networks when available and practical. Disable features that are
unnecessary for the household’s use.

Review who can view cameras, operate smart locks or access a child’s device account. A security product
should not create an unmanaged path into the home. Before replacing a device, remove stored personal
information and revoke its account access using the manufacturer’s instructions.

Prepare for impersonation

A convincing voice, familiar photo or polished message is not enough to verify an urgent request. The
FTC warns that scammers can imitate a loved one’s voice. Independently call a known number or contact
another trusted person before sending money or disclosing information. [25]

Practice this response with family members so that verification feels normal rather than insulting. Agree
on a safe word as an additional check, while recognizing that a shared phrase can also be exposed. The
reliable response combines independent contact with a clear process for unusual requests.

12 Home and Infrastructure Resilience

Families depend on power, clean water, transportation, communications and supply chains. An
interruption in one system can quickly affect the others. Plan around local hazards and the household’s
actual needs, including mobility, communication, medication and caregiving requirements.

Maintain essential supplies

Store food, lighting, batteries, communication equipment, hygiene items and supplies needed by children,
pets and other household members. Check expiration dates and make the supplies accessible to the people
who will use them.

15
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CDC advises storing at least one gallon of water per person per day for three days and, if possible, a two-
week supply. Needs may be higher in hot conditions or for certain people and pets. Follow current local
instructions if water safety becomes a concern. [26]

Keep copies of essential records and contact information in a protected form that remains usable without
internet service. Consider what can be carried during evacuation and what can be accessed if the home
becomes unavailable.

Plan communications and evacuation

Choose a meeting location and an out-of-area contact. Decide how the household will communicate when
calls fail and who will check on relatives who live alone. Subscribe to official local alerts and maintain a
way to receive information when the internet is unavailable.

Identify more than one possible destination and the transportation needed to reach it. CDC’s disability-
inclusive planning guidance emphasizes individual support needs, communication, assistive devices and
practice with the people who will help. Include accessible transport, charging, equipment and service-
animal needs where applicable. [27]

Keep the plan realistic. Confirm that a proposed shelter or destination can support the person’s needs.
Practice the steps calmly and update the arrangements when a caregiver, vehicle or medical requirement
changes.

Make backup power safe

Portable generators create a carbon monoxide hazard. CDC advises never operating a gasoline-powered
generator inside a home, basement or garage, or within 20 feet of a window, door or vent. Use appropriate
carbon monoxide detectors and follow qualified installation and operating guidance. [28]

For essential equipment, determine the required power, expected runtime and procedure when the backup
is exhausted. A device advertised as an emergency power source may not support every medical or
household load. Confirm requirements with the equipment provider or a qualified professional.

13 Health and Medical Readiness

A family protection plan should make medical help easier to obtain. Keep an accessible list of clinicians,
pharmacies, relevant medical conditions, allergies, medications and emergency contacts. Store sensitive
details privately and share them only with people who need them for care.

Plan how medications, equipment and appointments will remain available during an evacuation or outage.
Ask treating professionals about storage, refills and contingencies that apply to the individual. Do not
improvise medication changes to fit an emergency kit.

Family members and caregivers can pursue appropriate first-aid and CPR training. Know where
emergency care is available and how to communicate important medical information. Follow emergency-
dispatch instructions during a crisis rather than relying on a general app to determine that a person is safe.
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Use health information carefully

Consult current official health and travel advisories when circumstances warrant. Discuss preventive care
and individual risks with qualified clinicians. A wearable, chatbot or wellness application can supply
information but should not replace an examination, emergency response or a prescribed care plan.

Medical readiness includes psychological support and continuity of care. Identify who can help a child or
caregiver who becomes distressed, who can accompany them to an appointment and how follow-up will
occur. The plan should remain usable by people with limited literacy, different languages or
communication disabilities.

This framework proposes a directory and coordination function for medical readiness. It does not
establish that BB2G operates a staffed medical assistance center, provides clinical care or has contracted
emergency evacuation capability.

14 Financial Security and Fraud Prevention

Financial harm can undermine housing, transportation and access to care. Protect financial accounts,
identity records and payment decisions as part of the same family risk assessment used for other threats.

Enable transaction notifications where available and review statements for unfamiliar activity. Contact the
institution through a known channel when something appears wrong. Keep a private log of contacts,
reference numbers and steps taken to resolve a problem.

The FTC explains that credit freezes are free and can make it harder to open new credit in someone’s
name. A freeze must be placed with each of the three nationwide credit bureaus and can be lifted when
needed. Fraud alerts are different: they ask businesses to verify identity before issuing credit. These
measures do not replace monitoring existing accounts. [29]

Verify unusual payment instructions

Treat sudden changes to payment details, urgent secrecy and demands for irreversible payment as reasons
to pause and verify. A request may arrive through a compromised account belonging to someone the
family knows. Confirm the instruction through a separate contact method.

Do not provide a verification code or remote access merely because a caller claims to be from a bank or
support service. Teach children and older relatives a simple procedure for ending the contact and asking a
trusted person for help.

Protect identity documents and financial records against loss and unnecessary disclosure. Use secure
storage and dispose of sensitive papers appropriately. Review who has authority to act for a vulnerable
family member and whether the arrangement needs professional advice.

Plan for disruption

Where feasible, build a financial buffer and review insurance with a qualified professional. Consider how
bills, food, transport and caregiving would be managed during a temporary interruption. Keep essential
records available even if the usual device or account is inaccessible.

17



BB2G | THE SHIELD PROJECT

A family cannot eliminate economic uncertainty. It can identify the expenses and dependencies most
likely to create an immediate safety problem and arrange practical support before the situation becomes
urgent.

15 A Proposed Integrated Protection Model

The originating idea is to make coordinated risk awareness and assistance more accessible to ordinary
households. The proposed model connects child protection with physical, digital, infrastructure, medical
and financial readiness. It adapts the organizing principles of enterprise security while recognizing the
distinct legal responsibilities and resources of families, public agencies and service providers.

Its proposed functions are an information layer, a human review process, a referral directory, a record of
defensive actions and follow-up. These are design recommendations. They do not establish that a
deployed system, validated detector, contracted response team or nationwide partner network is already
available.

Organize information around a decision

A useful record should identify the concern, source, date, affected people or activity, confidence, urgency,
current safeguards and next action. Preserve the link between an original source and the summary derived
from it. Corrections should update the interpretation while retaining an appropriate audit history.

Different statuses answer different questions. “Verified” concerns the support for a claim. “Implemented”
concerns whether a measure has been put in place. A simulated test does not establish live performance.
Proposed, blocked, inaccessible, duplicate and unknown records should remain distinguishable so that
missing information does not become apparent success.

Keep a named reviewer and a reason for each consequential decision. Al-generated recommendations
should remain proposals until a person reviews them. The system should identify who has authority to
approve an action and what information that person needs.

Protect sensitive information by design

Separate public education from private family records and restricted professional casework. Collect the
minimum information required for the stated purpose, review access regularly and avoid placing
identifiable child records in public maps or briefing exports.

A master index can point to an existing authoritative record without copying it into every tool. Preserve
original files, source links, timestamps and access restrictions. Record missing or inaccessible material as
a recovery issue, with an owner and next step, rather than silently omitting it.

The proposed service should connect to existing reporting and care systems. An interface should explain
whether it merely displays a directory, records a referral or actually submits information. It must not
imply that displaying a contact means an agency has accepted a case.
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Evaluate outcomes and limitations

Begin evaluation with a limited, clearly defined use, such as organizing preparedness records or
improving referral follow-up. Establish what success means and how errors will be detected. Test
administrative workflows with nonexplicit sample data before allowing sensitive records into the process.

Useful measures include whether an urgent concern reached the correct recipient, whether a referral was
acknowledged, whether a protective action was completed and whether a family obtained the needed
service. Review missed handoffs, stale records, unnecessary disclosures and burdens placed on the child
or caregiver.

A model earns trust through accurate descriptions, usable safeguards and documented follow-through.
Families should be able to understand what it does, who is responsible and how to obtain help when the
service itself is unavailable.

16 Put the Framework Into Practice

Start with a small set of actions that can be completed and checked. Confirm trusted contacts and pickup
arrangements. Secure the accounts used for email and financial recovery. Review the child’s reporting
options. Assemble essential records and an emergency supply plan. Identify the local child-protection
reporting route and a Children’s Advocacy Center or other appropriate support resource.

For a school or community organization, name a safeguarding lead and an alternate reporting route.
Review private contact, transport and supervision policies. Confirm that staff know their reporting duties
and that a complaint involving leadership can reach someone outside that chain of supervision.

For a proposed service, map the information and handoffs before adding automation. Identify who
receives each alert, who can see sensitive records and what happens if the receiving organization does not
respond. Keep the original evidence connected to the decision and the resulting defensive action.

After an incident or practice exercise, ask what made help easier to obtain and what delayed it. Update the
plan, assign unresolved actions and verify completion. Protecting children requires sustained attention to
those practical details, including care after the immediate crisis has passed.
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Sources and Reporting Resources

References support the associated factual statements and service descriptions. Recommendations
elsewhere describe the protection framework proposed in this publication. Resources were checked
November 10, 2026. Reporting processes and service features can change.

[1] Crisis24. Risk Management and Mass Notification Platform. Open source

[2] National Child Traumatic Stress Network. Sexual Abuse. Open source

[3] INTERPOL. Our Response to Crimes Against Children. Open source

[4] FBL. Financially Motivated Sextortion. Open source

[5] U.S. Department of Justice. Federal Law on Child Sex Trafficking. Open source

[6] NCMEC. NCMEC Releases New Data 2024 in Numbers. Open source

[7]1 NCTSN. Child Sexual Abuse Fact Sheet for Parents Teachers and Other Caregivers. Open source
[8] Thorn. Introducing Safer Predict. Open source

[9] INTERPOL. International Child Sexual Exploitation Database. Open source

[10] NCMEC NetSmartz. Online Enticement. Open source

[11] NCMEC NetSmartz. Resources and Tip Sheets. Open source

[12] Office of Juvenile Justice and Delinquency Prevention. Internet Crimes Against Children Task Force Program.
Open source

[13] National Children’s Alliance. National Standards of Accreditation 2025 Revised Edition. Open source
[14] NCMEC. NetSmartz Home. Open source

[15] NCTSN. Sexual Abuse Effects. Open source

[16] Stop It Now. Get Help Now and Confidentiality Information. Open source

[17] U.S. Department of Health and Human Services Childcare.gov. Report Child Abuse and Neglect. Open source
[18] NCMEC. CyberTipline Data and Reporting Information. Open source

[19] Child Welfare Information Gateway. Mandatory Reporting of Child Abuse and Neglect. Open source
[20] FBI. The Financially Motivated Sextortion Threat. Open source

[21] NCMEC. Take It Down. Open source

[22] NCTSN. Trauma Focused Cognitive Behavioral Therapy. Open source

[23] Stop It Now. Do Victims Become People Who Sexually Abuse Children. Open source

[24] CISA. Four Easy Ways to Stay Safe Online. Open source

[25] Federal Trade Commission. Scammers Use Al to Enhance Their Family Emergency Schemes. Open source
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https://consumer.ftc.gov/consumer-alerts/2023/03/scammers-use-ai-enhance-their-family-emergency-schemes
https://www.cisa.gov/sites/default/files/2024-09/Secure-Our-World-4-Easy-Ways-Stay-Safe-Online-Tip-Sheet.pdf
https://stopitnow.org/ohc-content/do-victims-become-people-who-sexually-abuse-children
https://nctsn.org/interventions/trauma-focused-cognitive-behavioral-therapy
https://takeitdown.ncmec.org/
https://www.fbi.gov/news/stories/the-financially-motivated-sextortion-threat
https://www.childwelfare.gov/pubpdfs/manda.pdf
https://us.missingkids.org/gethelpnow/cybertipline/cybertiplinedata
https://childcare.gov/report-child-abuse-neglect
https://stopitnow.org/help-guidance/get-help-now
https://www.nctsn.org/what-is-child-trauma/trauma-types/sexual-abuse/effects
https://www.missingkids.org/NetSmartz/home
https://www.nationalchildrensalliance.org/wp-content/uploads/2025/02/25_NCA002_Red-book_2025-Revised-Edition_250220.pdf
https://ojjdp.ojp.gov/programs/internet-crimes-against-children-task-force-program
https://www.missingkids.org/netsmartz/resources
https://www.missingkids.org/netsmartz/topics/online-enticement
https://www.interpol.int/Crimes/Crimes-against-children/International-Child-Sexual-Exploitation-database
https://www.thorn.org/blog/introducing-safer.-predict-using-the-power-of-ai-to-detect-child-sexual-abuse-and-exploitation-online/
https://www.nctsn.org/resources/child-sexual-abuse-fact-sheet-parents-teachers-and-other-caregivers
https://us.missingkids.org/blog/2025/ncmec-releases-new-data-2024-in-numbers
https://www.justice.gov/criminal/criminal-ceos/citizens-guide-us-federal-law-child-sex-trafficking
https://www.fbi.gov/how-we-can-help-you/common-frauds-and-scams/sextortion/financially-motivated-sextortion
https://www.interpol.int/Crimes/Crimes-against-children/Our-response-to-crimes-against-children
https://www.nctsn.org/what-is-child-trauma/trauma-types/sexual-abuse
https://www.crisis24.com/platforms/crisis24-horizon

BB2G | THE SHIELD PROJECT

[26] CDC. How to Create an Emergency Water Supply. Open source
[27] CDC. Making an Emergency Plan. Open source
[28] CDC. What to Do to Protect Yourself During a Power Outage. Open source

[29] Federal Trade Commission. Credit Freezes and Fraud Alerts. Open source

Reporting and support access
Immediate danger in the United States: call 911.
Suspected child sexual exploitation: NCMEC CyberTipline, report.cybertip.org

Suspected child abuse or neglect: find the relevant state or territorial reporting route at
childcare.gov/report-child-abuse-neglect

FBI tips: tips.fbi.gov

Help limiting the spread of eligible intimate images taken before age 18: takeitdown.ncmec.org
Child and family support resources: www.nationalchildrensalliance.org

Online safety education: www.missingkids.org/NetSmartz/home

Fraud reports: reportfraud.ftc.gov

Identity theft recovery: www.identitytheft.gov

Outside the United States, use the relevant local emergency and child-protection reporting services.
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https://www.identitytheft.gov/
https://reportfraud.ftc.gov/
https://www.missingkids.org/NetSmartz/home
https://www.nationalchildrensalliance.org/
https://takeitdown.ncmec.org/
https://tips.fbi.gov/
https://childcare.gov/report-child-abuse-neglect
https://report.cybertip.org/
https://consumer.ftc.gov/articles/credit-freezes-and-fraud-alerts
https://www.cdc.gov/natural-disasters/response/what-to-do-protect-yourself-during-a-power-outage.html
https://www.cdc.gov/disability-emergency-preparedness/people-with-disabilities/make-a-plan.html
https://www.cdc.gov/water-emergency/about/how-to-create-and-store-an-emergency-water-supply.html
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